Voluntary and Community Action South Bedfordshire

DATA PROTECTION AND CONFIDENTIALITY POLICY
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General Policy Statement

Voluntary and Community Action is fully committed to compliance with the requirements of
the Data Protection Act 1998. The organisation will therefore follow procedures that aim to
ensure that all employees, volunteers and trustees; along with contractors, agents,
consultants, partners or others acting on its behalf; who have access to any personal data
held by or on behalf of the organisation, are fully aware of and abide by their duties and
responsibilities under the Act.

In order to operate efficiently, Voluntary and Community Action has to collect and use
information about people with whom it works. These may include members of the public;
service users; current, past and prospective employees, volunteers and trustees; and
suppliers. This personal information must be handled and dealt with properly, however it is
collected, recorded and used; whether it is on paper, in computer records or recorded by
any other means; in accordance with the safeguards set out within this policy and the Act.

Employees, volunteers and trustees may also have access to confidential information about
the organisations with which Voluntary and Community Action works and the internal
business affairs of Voluntary and Community Action, including payroll data, contracts and
tenders, and other information considered ‘commercially sensitive’. Access to such
information is on a ‘need to know’ and properly authorised basis. It must only be used for
the purpose(s) for which it has been authorised.

Voluntary and Community Action regards the lawful and correct treatment of personal
and/or confidential information as very important to its successful operation and to
maintaining confidence between the organisation and those with whom it works. Voluntary
and Community Action will also ensure that it treats personal and confidential information
lawfully and correctly.

Purpose

The purpose of this policy is to set out the organisation’s commitment and procedures for
protecting personal data and dealing with confidential information held by the organisation.

The objectives of this policy are to:

e putin place effective controls and ensure appropriate records are kept;

e meet its legal obligations under the Data Protection Act 1998 and other appropriate
legislation;

e prevent inappropriate use of data held and harm to individuals whose data is held;

e meet its contractual obligations and the requirements of funders;

¢ demonstrate good data protection management, respect for confidentiality and meet
relevant quality assurance systems.

Scope

This policy applies to all employees, volunteers, trustees of Voluntary and Community
Action. It also applies to all contractors, agents, consultants, partners or others acting on
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its behalf; who have access to any personal data or confidential information held by or on
behalf of the organisation.

Voluntary and Community Action has a range of policies and procedures, which deal with
good practice standards and information processing; these include:

e Equality and Diversity e Recruitment
e Governance e Safeguarding
¢ Financial Controls ¢ Whistle Blowing

This policy needs to be read in conjunction with these other policies. Employees,
volunteers and trustees are encouraged to use the provisions of these policies and
procedures when appropriate.

General Principles

Voluntary and Community Action recognises that its employees, volunteers and trustees
gain information about individuals and organisations during the course of their work. This
may involve dealing with information such as names/addresses/telephone numbers and, in
certain areas of work, information on the health and criminal records of service users; as
well as being told or overhearing other sensitive information about the work of Voluntary
and Community Action.

The Data Protection Act 1998 gives specific guidance on how this information should be
dealt with by organisations. In essence, to comply with the law, personal information must
be collected and used fairly, stored safely and not disclosed to any other person unlawfully.

Employees, volunteers and trustees must assume that information is confidential unless
they know that it is intended to be made public by Voluntary and Community Action; this
includes passing information to another organisation. In most cases information will not be
stated as confidential and employees, volunteers and trustees may have to exercise
common sense and discretion in identifying whether information is expected to be
confidential.

Employees, volunteers and trustees should avoid exchanging personal or confidential
information or comments (gossip) about individuals and/or organisations with whom they
have a professional relationship and should avoid talking about organisations or individuals
in social settings.

Employees, volunteers and trustees will not disclose to anyone, other than to colleagues,
their line manager and/or Director, any information considered sensitive, personal, financial
or private without the knowledge or consent of the individual, or an officer, in the case of an
organisation.

Employees and volunteers are able to share information with their line manager and/or
Director in order to share information, discuss issues and seek advice. In circumstances
where colleagues would want to discuss difficult situations with each other to gain a wider
perspective on how to approach a problem, the organisation’s consent should normally be
sought before discussing the situation, unless the colleague is convinced beyond doubt that
the organisation would not object to this. Alternatively, a discussion may take place with
names or identifying information remaining confidential. Where the circumstances have
legal implications for either the organisation in question and/or for Voluntary and
Community Action, employees should have a confidential discussion with the Director to
ascertain an appropriate course of action and/or advice.
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Employees, volunteers and trustees must not compromise or week to evade security
measures designed to protect personal and/or confidential information.

Where there is a legal duty on Voluntary and Community Action to disclose information, the
person to whom the confidentiality is owed will be informed that disclosure has or will be
made.

Employees’, volunteers’ and trustees’ obligations to use and respect personal and
confidential information continue to apply after they have stopped working or volunteering
for Voluntary and Community Action.

Legislation

Information about individuals; whether on paper, in computer records or recorded by any
other means; falls within the scope of the Data Protection Act 1998 and must comply with
the data protection principles. These are that anyone processing personal data (i.e.
information about identifiable, living individuals) must ensure that personal information is:

e obtained and processed fairly and lawfully;

e obtained and used only for specified purposes;

e adequate, relevant and not excessive in relation to the purpose(s) for which it is kept;
e accurate and, where necessary, kept up to date;

e not to be kept for longer than is necessary;

e processed in a way that respects the rights of data subjects;

e kept secure and protected from unauthorised or unlawful processing, accidental loss or
destruction, or damage.

In addition, there are also special rules that apply to transfers abroad (including publication
over the Internet).

Employees, volunteers and trustees who process or use any personal information in the
course of their duties must ensure that these principles are followed at all times.

Members of the public may request certain information from a public sector agency under
the Freedom of Information Act 2000. The Act does not therefore apply to Voluntary and
Community Action. However, given that we undertake the delivery of services under
contracts with public sector agencies, we may be required to assist that agency to meet a
Freedom of Information Act request where we hold information on their behalf.

Responsibilities

All employees, volunteers and trustees; along with contractors, agents, consultants,
partners or others acting on behalf of Voluntary and Community Action are to be made fully
aware of this Policy and of their duties, responsibilities and contractual obligations under
the Act.

All employees, volunteers and trustees will be required to sign a Confidentiality Statement
before commencing work with Voluntary and Community Action.

In relation to data protection and confidentiality issues, specific responsibilities are as
follows:
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Trustee Board

The Trustee Board will act as the ‘Data Controller’ and is the ‘person’ legally responsible for
complying with the Data Protection Act. The Trustee Board will determine the policy, taking
into account legal requirements, and ensure that it is properly implemented and adequately
resourced. The Trustee Board will designate lead responsibility for data protection in the
organisation to the Information and Resources Coordinator.

Information and Resources Coordinator

The role of ‘Data Protection Officer’ is delegated to the Information and Resources
Coordinator, who will be responsible for ensuring that this policy is implemented. The ‘Data
Protection Officer’ will also have overall responsibility for:

e undertaking risk assessments and taking steps to ensure that risks are mitigated,
reporting to the Director and/or Trustee Board as necessary;

e the provision of data protection training for all employees and volunteers;

¢ the development of practice guidelines and procedures;

e advising other employees and volunteers on difficult or uncertain data protection issues;

¢ developing information sharing protocols between Voluntary and Community Action and
its contractors, agents, consultants, partners or others acting on its behalf.

Director
The Director will also exercise control over the following matters, in consultation and/or with
the assistance of the Information and Resources Coordinator:

¢ handling subject access requests;
e handing Freedom of Information Act requests;

e approving requests for the transfer of data to other agencies (other than established
procedures already approved);

e approving unusual or controversial disclosures of personal information;
e approving information sharing protocols and contracts with data processors;

e carrying out compliance checks to ensure adherence to the Act and this policy.

Personal Data
The Act makes a distinction between personal data and “sensitive” personal data.

Personal data is defined as data relating to a living individual who can be identified from
the data held and other information which is in the possession of the data controller. This
includes any expression of opinion about the individual and any indication of intentions in
respect of the individual.

Voluntary and Community Action usually obtains, holds and processes the following
personal data in respect of individuals:

e names;

e addresses;

e telephone numbers;

e email addresses.

Sensitive personal data is defined as personal data consisting of information as to their:
e racial or ethnic origin;

e political opinion;

o religious or other beliefs;
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trade union membership;

physical or mental health or condition;
sexual life;

criminal proceedings or convictions.

Voluntary and Community Action may obtain, hold and process any of the above sensitive
personal data in respect of individuals for specific purposes, dependant upon the area of
work.

This data is obtained, stored and processed solely to assist staff within the organisation in
the efficient running of the service requested by the service user or to verify a service user’'s
access to services (e.g. to a funder).

Personal data supplied by service users is not used to send marketing material or
newsletters unless permission has been granted by the service user.

Handling Personal and Sensitive Information
Voluntary and Community Action will, through appropriate management and the use of
controls:

e provide and implement a Code of Practice on Data Protection and Confidentiality (as
attached to this Policy);

o fully observe conditions regarding the fair collection and use of personal information;
¢ meet its legal obligations to specify the purpose for which information is used;

e collect and process appropriate information and only to the extent that it is needed to
fulfil operational needs or to comply with any legal requirements;

e ensure the quality of information used;
o apply checks to determine the length of time information is held;

o take appropriate technical and organisational security measures to safeguard personal
information;

e ensure that personal information is not transferred abroad without suitable safeguards;
e ensure that of people about whom the information is held can fully exercise the right to:
e be informed that processing is being undertaken;
e have access to one’s personal information within the statutory 40 days;
e prevent processing in certain circumstances;

e correct, rectify, block or erase information regarded as wrong information.

In addition, Voluntary and Community Action will ensure that:

e everyone managing and handling personal information understands that they are
responsible for following good data protection practice;

e everyone managing and handling personal information is appropriately trained to do so,
and supervised,;

e procedures are in place to respond to anyone wanting to make enquiries about handling
personal information;

e queries about handling personal information are promptly and courteously dealt with;

e performance in handling personal information is regularly reviewed and evaluated,;
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e data sharing is carried out under a written agreement, setting out the scope and limits of
the sharing.

All employees and volunteers within the organisation will take steps to ensure that personal
data is kept secure at all times against unauthorised or unlawful loss or disclosure and in
particular will ensure that:

o paper files and other records or documents containing personal/sensitive data are kept
in a secure environment;

e personal data held on computers and computer systems is protected by the use of
secure passwords, agreed with the Information and Resources Coordinator;

e contractors, agents, consultants, partners or others acting on behalf of Voluntary and
Community Action are made aware of this Policy and follow defined procedures to
comply with their responsibilities under the Act.

All contractors, agents, consultants, partners or others acting on behalf of Voluntary and
Community Action will be made aware of this Policy and required to follow defined
procedures to comply with their responsibilities under the Act. Any breach of the Act will be
deemed as being a breach of any contract between the organisation and that individual,
company, partner or firm. Independent contractors will indemnify Voluntary and Community
Action against any prosecutions, claims, proceedings, actions or payments of compensation
or damages, without limitation.

All contractors who are users of personal information supplied by Voluntary and Community
Action will be required to confirm that they will abide by the requirements of the Act with
regard to information supplied by the organisation.

Monitoring and Review

This policy takes account of the Data Protection Act 1998 and other guidance available
from relevant agencies.

Day to day responsibility for ensuring that the organisation keeps up-to-date with data
protection issues and for compliance with this policy rests with the Information and
Resources Coordinator, who can also advise colleagues on any aspect of this policy.

The effectiveness of this policy, and its procedures, will be monitored and amended as and
when necessary. The Director may make minor changes to office procedures. Significant
changes will require the approval of the Trustee Board. The policy will also be reviewed
every three years as part of a continuing review of organisational policies.

Management Services 13 May 2011
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DATA PROTECTION AND CONFIDENTIALITY CODE OF PRACTICE

1.2

2.1

2.2

2.3

2.4

2.5

2.6

2.7

Introduction

Voluntary and Community Action is fully committed to compliance with the requirements of
the Data Protection Act 1998. The organisation has therefore developed a policy and this
Code of Practice to ensure that all employees, volunteers and trustees; along with
contractors, agents, consultants, partners or others acting on its behalf; who have access to
any personal data held by or on behalf of the organisation, are fully aware of and abide by
their duties and responsibilities under the Act.

Obtaining Personal Information by Consent

The purpose for which personal data is held varies with each area of work, each of which
has clearly identified purposes related to every service user (see section 3).

When collecting personal data, it is important that we inform the data subject:

who is collecting the data(or on whose behalf it is being collected);

what purpose(s) the data is being collected for;

who the data might be passed on to (and who it will not be passed to);

how to contact us if they want to stop us from using the data or to check what we are
doing with it or to change what we use the data for (for example, opting in or out of
mailings or other purposes).

People being asked to supply personal data must, where appropriate, be given options on
how their data will be used. This can be to opt in or opt out, for example opting in to
receive mailings or the sharing of data with other organisations. They must be given a
choice over direct marketing and whether their information can appear on websites. Itis
important that we are clear about what choices are offered, record them carefully and
ensure they are acted upon.

People may also be given options on what data they provide, for example through a
statement about the optional nature of a question or a ‘prefer not to say’ tick box when
asking whether someone has a disability.

Wherever possible, written permission is sought from the service user by the use of a data
protection form tailored for the area of work and/or purpose. Where written permission is
not practical, the service user is informed of the purposes and verbal permission is sought.

When a referral is made via a third party (for example: a relative or friend, another service
user or a partner organisation), contact must be made with the potential service user to
ensure that permission has been granted to store and process their personal data.

To enable service users to understand how we use the information we collect from them,
brief explanations will be included in forms used to collect personal data. A How we use
your Information leaflet will also be made readily available to visitors and through our
website.
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Information held on Service Users for Specific Purposes

The purpose for which personal data is held varies with each area of work. Those
purposes are reviewed and approved by the relevant line manager. Each area of work has
clearly identified those purposes to every service user.

Most information held by Voluntary and Community Action relates to community groups,
voluntary organisations, self-help groups, partner organisations or services that support or
fund them.

Information is kept to enable Voluntary and Community Action colleagues to understand the
history and activities of organisations in order to deliver the most appropriate services.

Voluntary and Community Action has a role in putting people in touch with voluntary
organisations and community groups and keeps contact details which are passed on to any
enquirer, except where the group or organisation expressly requests that the details remain
confidential.

Information about volunteers is given to known volunteer-involving organisations that
request volunteers, but is not disclosed to anyone else.

Information about learners attending training workshops and courses run by Voluntary and
Community Action may be passed to funders for the purposes of verifying attendance or
qualifications gained.

Information about organisations worked with (but not the detailed nature of the advice
provided) may be passed to funders for the purposes of verifying work undertaken.

Information about the gender, age, ethnicity, disability, employment status, qualifications
and lone parent status of service users is kept for the purposes of monitoring our Equality
and Diversity Policy and may also be reported to funders.

Information held on Employees, Volunteers and Trustees for Specific Purposes

Information relating to a prospective employee’s, volunteer’s or trustee’s home address,
telephone numbers and email address, along with application forms, references and in
some cases other details such as identify papers, qualifications, Criminal Records Bureau
checks and driving documents is held so that Voluntary and Community Action can assess
the suitability of an applicant for a specified role; set up and maintain relevant personnel
records; send written communications to a home address or contact them by telephone in
connection with the organisation’s recruitment and selection processes and, in the case of
prospective employees, meet its obligations under employment law.

Information relating to an employee’s, volunteer’s or trustee’s home address, telephone
numbers and email address is held so that Voluntary and Community Action can set up and
maintain relevant personnel and training records, send written communications to a home
address or contact them by telephone in connection with the organisation’s business
activities and, in the case of employees, meet its obligations under employment law or, in
the case of trustees, meet its obligations under company and/or charity law.

Information relating to an employee’s children (up to the age of 18 years) is held so that
Voluntary and Community Action can meet its obligations for the provision of Parental
Leave under the Working Time Regulations.

Information relating to an employee’s or volunteer’'s home address, telephone numbers and
those of designated contacts is held so that Voluntary and Community Action can make

8



4.5

4.6

4.7

4.8

4.9

4.10

5.1

5.2

5.3

54

contact with them or some other designated person in the event of an emergency (for
example changes to travel arrangements or closure of business premises). In the event of
the employee or volunteer being taken ill, or involved in an accident or other emergency,
there may be a need for the Director or another member of staff to contact a friend or
relative (a designated contact) of the employee or volunteer to inform them of the situation.

Where employees, volunteers or trustees have designated responsibility for premises,
information relating their home address and/or telephone numbers is held so that Voluntary
and Community Action can make arrangements to contact them in the event of an ‘out of
hours’ emergency (such as a break-in, fire or false alarm). This information is also made
available to our alarm and cleaning services providers who will use it to contact designated
individuals in the event of an emergency.

Information relating to an employee’s or volunteer’s home address, telephone numbers and
email address is held so that colleagues can reasonably contact them at home in
connection with work matters. Where a member of staff exercises an option to work at
home, this data will be shared with colleagues but must not be given out to service users.

Information relating to an employee’s home address, personal bank account, vehicle
registration and National Insurance number is held so that Voluntary and Community Action
can make arrangements to pay their salary and travel expenses. This information is also
made available to our payroll services provider who will use it to make salary payments,
provide the employee with a pay slip and to meet HM Revenue & Customs regulations.

Information relating to an employee’s name, the job they are undertaking, relevant
experience for the job, relevant qualifications and professional memberships, and business
contact details is held so that Voluntary and Community Action can release information to
the public (for example business cards, emails, correspondence, organisational literature or
on the website).

An employee’s or volunteer’s photograph is held, with their consent, so that Voluntary and
Community Action can use it in reception, on its website, in organisational literature and on
an identity card (in the case of an employee or volunteer meeting service users away from
our main premises).

Information about the gender, age, ethnicity, disability and employment status of
employees, volunteers and trustees is kept for the purposes of monitoring our equal
opportunities policy and may also be reported to funders.

Access to Information and the Sharing of Personal Data

Work-related telephone numbers (including issued mobiles) and email addresses are freely
available to all enquirers.

Personal data, which includes names and contact details, and sensitive personal data such
as health and criminal records supplied by service users must only be shared within the
organisation where necessary. Sensitive personal data should remain within the service
area of work.

Only employees and volunteers within Voluntary and Community will normally have access
to service users’ personal data.

Personal, and especially sensitive, information should never be given to anyone outside of
Voluntary and Community Action (for example partner organisations or other service users)
without explicit consent from the service user, employee, volunteer or trustee unless there
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is a legal duty of disclosure under other legislation, in which case the Director will be
consulted (see section 10).

If information is issued without the necessary consent the data user must ask their line
manager or the Information and Resources Coordinator for advice.

Confidentiality

Where information about an organisation is sensitive, such as where it involves disputes or
legal issues, it will be confidential to the employee dealing with the case and their line
manager and/or Director. Such information should be clearly labelled ‘Confidential’ and
should state the names of the colleagues entitled to access the information and the name of
the individual or group who may request access to the information.

When printing, photocopying or working on confidential documents, data users must ensure
they are not seen by people in passing. This also applies to information on computer
screens.

Personal contact details, such as home and mobile telephone numbers, and emergency
contacts of employees, volunteers and trustees are only made available to colleagues
within Voluntary and Community Action with their explicit consent. Employees who elect to
work from home must be prepared to be contacted at home by colleagues who will have
access to their home and personal telephone numbers, email and home addresses. This
information is strictly confidential and must not, under any circumstances, be passed on to
anyone outside of the organisation (for example a service user or partner organisation).

This information will be stored in the Emergency Contacts database held on the Information
and Resources Co-ordinator’s computer. In an emergency the senior member of staff
present may access this information. The Information and Resources Co-ordinator is
responsible for keeping this information up-to-date and for reviewing it on an annual basis.

All employees, volunteers and trustees are made aware of the organisation’s Confidentiality
and Data Protection Policy and their obligation not to disclose personal data to anyone who
is not authorised to have it. All employees, volunteers and trustees will be required to sign
a Confidentiality Agreement before starting work with the organisation.

Requests to View Records

Individual service users may request and be supplied with a copy of any personal data held
by Voluntary and Community Action by giving 21 days’ notice in writing to the Director.
This information will be supplied free of charge.

Organisations may have sight of Voluntary and Community Action records held in the name
of their organisation. The request must be in writing from the Chairperson or Chief
Executive Officer of the organisation concerned. Sensitive information, as outlined in
paragraph 6.1, will only be made available to the person or organisation named on the file.

Employees may request and have sight of their personnel records by giving 14 days’ notice
in writing to the Director.

Employees, volunteer and trustees may request and be supplied with a copy of all their

personal data held by Voluntary and Community Action by giving 21 days’ notice in writing
to the Director.

10
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Accuracy and Longevity of Personal Information

When recording information in case records it is important that only relevant data is
recorded and that, where possible, facts are checked with the individual, a colleague or
through authoritative documents. Where opinions are recorded it is important to quote the
evidence on which opinions are based or to make it clear that an assumption has been
made (i.e. not a checked fact).

When recording personal information in service user, organisational or personnel records it
is important to ask the right questions and to explan why data is required. Systems for
recording data must facilitate accurate data entry and these systems need to be sycronised
regularly (where it is unavoidable to have someone’s records on different systems). Data
subjects must also be given the opportunity to inform us of changes to, and to check and
update, their records.

Employees, volunteers and trustees must inform the Director of changes to their contact
details so that personal data within their personnel record can be kept up to date, accurate
and corrections made in a timely manner.

Employees and volunteers will take reasonable steps to keep all personal data held by the
organisation up to date and accurate and to make corrections in a timely manner.

The personal data of service users in receipt of development, funding or other
organisational support services will be retained for a period of seven years from the close of
the funded project. This retention period is because much of this work is externally funded
and may be subject to audit within that period.

The personal data of individual service users in receipt of Volunteer Centre services will
usually be retained for a period of one year and then deleted. In cases where a funder has
specified that certain information be collected, personal data will be retained for a period of
seven years from the close of the funded project as data may be subject to audit within that
period.

Personal data relating to employees, volunteers and trustees will be stored for as long as
the individual is working for Voluntary and Community Action and for five years after they
have left in the case of employees and two years in the case of volunteers and trustees.
Once this period has elapsed, all personal data held by Voluntary and Community Action
on the individual will be destroyed.

Personal data relating to unsuccessful job applicants will be destroyed 12 months after the
relevant appointment is made.

Security and Storage of Personal and Confidential Information

General non-confidential information about organisations is kept in filing cabinets, on book
shelves and desks, or on the computer system with open access to all Voluntary and
Community Action colleagues.

Personal information about volunteers seeking opportunities, service users and other
individuals is kept in lockable filing cabinets or desks or cupboards, or on the computer
system by the employee or volunteer directly responsible. They must ensure that their line
manager and/or the Director know how to gain access.

In order to prevent unauthorised access and accidental loss or damage to personal
information held on paper, employees and volunteers should take good care of files and
ring binders used in the course of their work. Where files and ring binders containing

11
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personal data or confidential information are required to be used outside of the
organisation’s main premises, additional care must be taken to ensure that they are not left
unattended, stolen or lost.

Employees’ and volunteers’ personnel records will be kept in a lockable filing cabinet by the
Director.

Financial information relating to the activities of Voluntary and Community Action is
accessible by, and is confidential to, the Director, the Information and Resources Co-
ordinator, the Treasurer and the Auditor. Financial information required by employees for
the purposes of ordering goods and services may be provided on the authority of the
Director. Financial information required by trustees for the purposes of overseeing the
organisation’s finances and for authorising expenditure may be provided by the Information
and Resources Co-ordinator and/or the Director. Financial information required by funders
for the purposes of an application, tender, claim or audit may be provided on the authority
of the Director.

Computerised records are maintained on a server at Voluntary and Community Action’s
main office. Where computerised records containing personal data are required to be kept
on PCs or laptop computers for use outside of the organisation’s main premises, access to
computer records, networks and databases must be password protected. Employees and
volunteers using laptop computers for such purposes must take additional care to ensure
that equipment is not left unattended, stolen or lost.

Paper records of service users’ attendance at training workshops and networking events will
be kept to verify attendance. Paper records of service user feedback (e.g. user surveys,
community mapping questionnaires, research etc.) may be kept for the purpose of verifying
research findings. All paper records are shredded as soon as they are no longer current.

Personal data relating to employees, volunteers and trustees will be stored in paper filing
systems and kept in a locked filing cabinet when not in use. Contact details and birthdays
will also be kept as a computerised record, which is only available to other employees.
Contact details for the Director may also be passed to and stored by trustees.

Files containing confidential information should be labelled ‘confidential’.

In an emergency situation, the Director may authorise access to files by other people.

Duty to Disclose Information

There is a legal duty to disclose some information including:

e Child abuse and the abuse of vulnerable adults will be reported to the local authority
Social Services Department and/or the police;

e Drug trafficking, money laundering, acts of terrorism or treason will be disclosed to the
police.

In addition colleagues believing an illegal act has taken place, or that a user is at risk of
harming themselves or others, must report this to the Director who will report it to the
appropriate authorities.

Users should be informed of this disclosure.

12
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Disclosures

Voluntary and Community Action complies fully with the Criminal Records Bureau Code of
Practice regarding the correct handling, use, storage, retention and disposal of Disclosures
and Disclosure information.

Disclosure information is always kept separately from an applicant’s personnel file in secure
storage with access limited to the Director. It is a criminal offence to pass this information
to anyone who is not entitled to receive it.

Documents will be kept for as long as the individual concerned is working at Voluntary and
Community Action and then destroyed by secure means. Photocopies will not be kept.
However, Voluntary and Community Action may keep a record of the date of issue of a
Disclosure, the name of the subject, the type of Disclosure requested, the position for which
the Disclosure was requested, the unique reference number of the Disclosure and the
details of the recruitment decision taken.

Unlawful Disclosure of Personal Information

It is a criminal offence if anyone working for Voluntary and Community Action discloses
personal information ‘knowingly or recklessly’ to anyone who is not supposed to have this
information. Employees and volunteers must therefore be careful if, for example, there are
members of the public or staff from partner organisations in the office for any reason. They
should also ensure that conversations are kept as private as possible, and be aware that
conversations containing personal or sensitive information may be overheard by people
who should not have access to it.

Employees and volunteers should also ensure that all meetings are held within specified
meeting rooms and not in general office space so as to avoid any unintentional breaches of
confidentiality. This is especially important for the Volunteer Centre when interviewing
service users/potential volunteers.

Use of Photographs

When taking photographs at training workshops and networking events Voluntary and
Community Action will display a notice advising participants that photographs are being
taken and that they should indicate to the photographer or the event organiser if they do not
wish to be photographed.

Where practicable, Voluntary and Community will seek consent of service users before
displaying photographs in which they appear. A form for obtaining permission for
photographs to be published can be found on the office computer network. If consent is not
possible (for example a large group photo) Voluntary and Community will remove any
photograph if a service user or a relative/friend of the service user makes such a request.
This policy also applies to photographs published on the internet.

Email Addresses
Outlook and Outlook Express address books are covered by the Act. Email addresses are

not released without the addressee’s permission. The ‘BCC or blind carbon copy’ facility is
used for email addresses of recipients of group emails.
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15. Disposal of Personal and Confidential Information

15.1 Employees, volunteers and trustees must be aware that names/addresses/telephone
numbers and possibly details of an enquiry written on scrap paper are also considered to
be confidential. Please ensure they are shredded before disposal. Similarly, information
relating to financial transactions of the organisation is also considered to be confidential
and should be shredded if no longer required.

16. Breach of confidentiality

16.1. Employees who are dissatisfied with the conduct or actions of other colleagues or Voluntary
and Community Action should raise this with their line manager and/or Director using the
grievance or whistle blowing procedure.

16.2. Employees, volunteers and trustees accessing unauthorised files or breaching
confidentially may face disciplinary action under the terms of the appropriate policy. Former
employees breaching confidentiality may face legal action.

17. Further Information and Advice

17.1 Employees, volunteers and trustees needing further information, advice or training on any
aspect of this Policy and Code of Practice should contact their line manager or the
Information and Resources Coordinator.

Management Services 13 May 2011
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